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Please see the Annual Threat Assessment of the U.S. Intelligence Community (PDF) and excerpts below, 
evidence of the cyber threat facing the U.S. and the world. 
 
Technology 



 
Russia will pose an enduring global cyber threat even as it prioritizes cyber operations for the 
Ukrainian war. Moscow views cyber disruptions as a foreign policy lever to shape other countries’ 
decisions and continuously refines and employs its espionage, influence, and attack capabilities against a 
variety of targets. 
 
• Russia maintains its ability to target critical infrastructure, including underwater cables and 

industrial control systems, in the United States as well as in allied and partner countries. 
 
Cyber and Malign Influence Operations  
Iran’s growing expertise and willingness to conduct aggressive cyber operations make it a major threat 
to the security of U.S. and allied and partner networks and data. Tehran’s opportunistic approach to 
cyber-attacks puts U.S. infrastructure at risk for being targeted, particularly as its previous attacks against 
Israeli targets show that Iran is willing to target countries with stronger cyber capabilities than itself. Iran 
will continue to conduct malign influence operations in the Middle East and in other regions, including 
trying to undermine U.S. political processes and amplify discord.  



attacks; however, weak cyber defenses, coupled with efforts to digitize economies, have made low-


